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Abstract— Cloud computing has revolutionized how 

organizations and individuals store, access, and interact with 

data, software, and computing resources. Public cloud platforms 

offer scalable, cost-efficient, and globally accessible services, 

often characterized by managed infrastructure and multi-

tenancy. However, this technological advancement faces 

escalating cyber threats and sophisticated attack vectors such as 

Denial-of-Service (DoS), Man-in-the-Middle (MITM) attacks, 

data breaches, and insecure APIs. These threats compromise 

data integrity, availability, and confidentiality. This study 

employs a descriptive research methodology, supplemented by 

desktop analysis, to examine the evolving landscape of security 

threats in public cloud computing. It further evaluates mitigation 

strategies including encryption, access control, secure API 

management, and continuous monitoring, while highlighting 

persistent research gaps that demand attention for robust cloud 

security frameworks. 
I. INTRODUCTION 

Cloud computing offers numerous advantages, including 

cost efficiency, resource sharing, configurable computing 

power, on-demand accessibility, and exceptional scalability 

and flexibility [1,2]. Public cloud computing refers to a 

system where third-party providers deliver computing 

resources over the internet, accessible to individuals and 

organizations. As a widely adopted technology, it delivers 

internet-based services tailored to diverse organizational needs. 

The cloud model has evolved from virtualization, distributed 

computing, and utility computing, enabling enhanced 

availability and scalability for enterprise applications. It 

supports virtual machines provisioned from extensive physical 

resource pools. 

In public cloud computing, services may be free or offered 

via subscription or pay-as-you-go models. Public clouds 

empower users to leverage advanced technologies, ranging 

from artificial intelligence and developer tools to storage and 

compute power, while achieving global scalability without 

incurring direct infrastructure costs [3]. Prominent public 

cloud providers include Microsoft Azure, Amazon Web 

Services (AWS), Google Cloud Platform (GCP), Oracle 

Cloud, Alibaba Cloud, and IBM Cloud. Key characteristics of 

public clouds include on-demand scalability, multi-tenancy, 

cost efficiency, accessibility, and managed security [4]. 

These advantages have driven large organizations to 

migrate their IT infrastructure to cloud environments. 

However, ensuring data security remains a critical concern. 

Public cloud systems face a wide range of threats and attacks, 

including legal and compliance issues, malicious insiders, data 

breaches, mobile malware, social engineering, Denial-of-

Service (DoS) attacks, Man-in-the-Middle (MITM) attacks, 

Cross-Site Scripting (XSS), and Structured Query Language 

(SQL) injection attacks [5]. 

The diversity and complexity of these threats pose 

significant challenges for cloud providers and administrators 

tasked with implementing effective security solutions [6]. The 

severity of risks varies depending on the unique security 

requirements of cloud users. Consequently, service providers 

must continuously assess and deploy protective measures to 

meet evolving security demands. Despite these efforts, 

achieving a fully secure system remains elusive [7]. Therefore, 

identifying and mitigating security threats in public cloud 

computing is essential for maintaining a secure cloud 

environment [6, 8,9]. 

This study seeks to address the following research 

questions: 

RQ1: What are the major security threats and attacks in public 

cloud computing? 

RQ2: What strategies are employed to mitigate these threats 

and attacks? 

The remainder of this paper is organized as follows: Section 2 

defines the problem; Section 3 outlines the methodology; 

Section 4 analyses security threats, Section 5 analyses 

Security attacks; Section 6 presents discussion; and Section 7 

concludes the study. 

II. PROBLEM DEFINITION 

Public cloud computing delivers scalable and cost-effective 

solutions for individuals and organizations. However, it 

introduces critical security challenges, including malicious 

insiders, legal and compliance complexities, data breaches, 

data corruption, and insecure Application Programming 

Interfaces (APIs). Additional threats such as malware 

infections, social engineering, cloud misconfigurations, and 

multi-cloud vulnerabilities further increase the risk of 

unauthorized data access and exposure. 
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Cloud environments are also susceptible to direct attacks such 

as DoS, MITM, SQL injection, and XSS). These malicious 

activities can disrupt services, compromise sensitive data, and 

inflict financial and reputational damage on organizations. 

To counter these risks, robust security frameworks 

are essential. These include encryption, granular access 

controls, secure API management, and continuous monitoring. 

This paper examines the spectrum of security threats and 

cyberattacks in public cloud computing, alongside mitigation 

strategies. It emphasizes the importance of comprehensive 

security policies and proactive defence mechanisms. By 

evaluating emerging protection techniques, organizations can 

enhance data security, achieve regulatory compliance, and 

improve system resilience, ultimately fostering a more secure 

cloud infrastructure. 

 Existing literature has addressed individual threats 

such as DoS and SQL injection [7,8], but few studies have 

examined their compounded impact in multi-cloud 

environments. Our research addresses this gap by analysing 

how overlapping vulnerabilities interact across platforms, 

increasing systemic risk. 

III. METHODOLOGY 

This study employed a descriptive research design, which is 

particularly effective for accurately characterizing existing 

phenomena. Through this approach, the researcher examined 

the spectrum of security threats and attacks affecting public 

cloud computing, while also identifying unresolved research 

challenges within the domain. The descriptive design allowed 

for a comprehensive exploration of current trends and 

vulnerabilities without manipulating variables, making it 

suitable for a study grounded in secondary data. 

Data collection was conducted through desktop 

research, leveraging academic databases such as IEEE Xplore, 

SpringerLink, and ScienceDirect, alongside reputable search 

engines. The researcher gathered secondary information from 

peer-reviewed journals, technical reports, and industry 

publications. To ensure the quality and relevance of the 

sources, selection criteria included topical relevance to public 

cloud security, publication recency (with a focus on works 

from 2018 to 2024), credibility of the source, and scope of 

coverage. Keywords used during the search included “cloud 
computing threats,” “cybersecurity in public cloud,” “multi-
cloud vulnerabilities,” and “cloud attack mitigation.” 

For data analysis, two qualitative techniques were 

applied. The first was content analysis, which was used to 

evaluate the nature, frequency, and impact of security threats, 

as well as the effectiveness of various mitigation strategies. 

This method enabled the researcher to extract meaningful 

patterns and insights from the literature. The second technique 

was gap analysis, which helped identify limitations in current 

security frameworks and highlight areas requiring further 

research. This dual approach ensured a balanced assessment 

of both existing knowledge and its shortcomings. 

Findings from the analysis were critically reviewed and 

organized into thematic categories. Initially, threats and 

attacks were grouped based on their origin, such as human-

centric, network-based, or application-level vulnerabilities. As 

patterns emerged, these categories were refined to reflect 

commonalities in attack vectors, impact severity, and 

mitigation approaches. Each theme was validated through 

cross-referencing multiple sources to ensure consistency and 

relevance. This thematic organization facilitated a structured 

understanding of the threat landscape and corresponding 

defence mechanisms in public cloud environments, providing 

a clear foundation for future research and practical application. 

IV. LITERATURE REVIEW 

The literature review highlights a broad spectrum of 

security threats in public cloud computing, including data 

breaches, account hijacking, insecure APIs, and denial-of-

service attacks among others, often intensified by cloud-

specific challenges like multi-tenancy and limited visibility. It 

examines commonly proposed mitigation strategies such as 

encryption, identity and access management, and compliance 

frameworks, while identifying persistent gaps in adaptive 

security models, threat intelligence sharing, and standardized 

resilience metrics. The review draws on recent peer-reviewed 

and industry sources published between 2018 and 2024 to 

ensure relevance and depth. 

V. SECURITY THREATS IN PUBLIC CLOUD 

COMPUTING 

 Cloud computing environments are increasingly targeted 

by a wide range of security threats and attacks due to their 

open, scalable, and multi-tenant nature. These vulnerabilities 

can compromise data confidentiality, disrupt service 

availability, and erode stakeholder trust. This section 

categorizes and analyses the most prevalent threats and attacks, 

along with corresponding mitigation strategies. 

A. Malicious Insiders 

Malicious insiders such as disgruntled employees, 

contractors, or administrators—pose a significant risk to cloud 

security. These actors may exploit privileged access to 

exfiltrate data, escalate permissions, or sabotage systems [10]. 

For instance, an insider breach at Sage led to a 4.3% drop in 

stock value, highlighting the financial and reputational impact 

of such threats. Mitigation strategies against malicious 

insiders include: strict access controls and least privilege 

policies, background checks and continuous monitoring, 

encryption and secure authentication, incident response 

protocols among others. 

B. Legal and Compliance Issues 

Cross-border data flows introduce complex legal and 

regulatory challenges. Variations in privacy laws and 

compliance standards across jurisdictions can lead to non-

compliance and legal exposure [11]. These threats can be 

mitigated by instituting regulatory awareness and adherence, 

utilization of automated compliance frameworks such as 

knowledge graphs, and sector-specific compliance such as 

financial services. 

C. Data Corruption 

Data corruption refers to loss or corruption of cloud-

stored information due to hardware failure, encryption key 

loss, or accidental deletion [12]. Without robust backup 

strategies, such incidents can result in irreversible damage. 
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Mitigation strategies include regular backups and disaster 

recovery planning, and secure storage, utilization of strong 

authentication and continuous monitoring, and immutable 

backups and soft delete features. 

D. Data Breaches 

Data breaches involve unauthorized access to sensitive 

information, often resulting from cyberattacks, 

misconfigurations, or poor security practices [13,14]. These 

incidents can lead to financial loss, reputational damage, and 

regulatory penalties.  Additionally, such breaches compromise 

an organization's confidential information, resulting in 

significant reputational damage and financial losses. For 

instance, the 2019 Capital One data breach, which exposed 

over 100 million customer records, was traced to a 

misconfigured firewall in AWS. This incident underscores 

how even well-resourced organizations remain vulnerable to 

basic cloud misconfigurations, reinforcing the prevalence and 

severity of such threats [15]. Mitigation strategies against data 

breaches are: enforcing least privilege access and encryption, 

data backup and retention policies, and malware detection and 

incident response 

E. Insecure APIs 

Cloud APIs facilitate service integration but can become 

attack vectors if poorly designed or inadequately secured [16, 

17]. They are vulnerable to bot attacks and unauthorized 

access. Most common mitigation strategies are: utilization of 

robust authentication and encryption, secure API design and 

input validation, and monitoring and rate limiting.  

F.  Malware 

Malware is harmful software that is designed to 

undermine cloud computing security. It brings about data 

breaches and identifies theft and can spread through 

executable files or software platforms [18]. Most common 

propagation techniques include drive-by-downloads, 

backdoors, phishing, removable drives, and using other tools 

such as exploit kits [19,20]. Malware threats can be mitigated 

by using behaviour-based detection and heuristic analysis, 

deep learning models for zero-day threats, and endpoint 

protection and sandboxing. 

G. Social Engineering 

Social engineering exploits human vulnerabilities through 

deception, manipulation, and influence. Techniques include 

phishing, impersonation, and pretexting [21,22]. They exploit 

human vulnerabilities, including inadequate awareness, 

insufficient training, and use of unauthenticated 

communication channels [23]. Social engineering threats can 

be alleviated using employee training and awareness programs, 

utilization of multi-factor authentication and strict access 

controls and reporting culture. 

H. Cloud Misconfigurations 

Cloud misconfigurations in components like storage, 

networking, and access controls can expose systems to cyber 

threats. In June 2023, Japanese automaker Toyota reported 

that a misconfigured cloud environment led to the online 

exposure of approximately 260,000 customers’ data. Some of 
the potential mitigation strategies include: implementation of 

robust access controls, secure storage in cloud, ensuring the 

functioning of logging mechanisms, periodic configurations 

audits, and hardening of servers and closing of the open ports 

[24]. 

I.  Multi-cloud Vulnerabilities 

In the year 2024, 89% of organizations were utilizing 

multi-cloud environments, increasing the risk of shared 

technology vulnerabilities. Weaknesses in common software 

design, web browsers, and widely used database systems can 

expose businesses to phishing attacks, malware infections, 

data breaches, and other security concerns. Mitigation 

strategies against multi-cloud vulnerabilities include network 

segmentation and proper de-militarized zone management, 

patch management schedule per vendor recommendations, 

hardening of servers and firewalls per best practices and 

standards, and secure architecture implementation, following 

security by design methodology [25]. 

 
Table I: Security Threats and Mitigation Strategies in Public Cloud   

Computing 

 
Threat Type Mitigation Strategies 

Malicious insiders Strict access controls, Encryption and secure 

authentication, Background checks, 

Continuous monitoring, Incident response 

plans 

Legal and 

compliance issues 

Organizations must: stay informed about 

applicable laws, adhere to regulations, using 

knowledge graph frameworks to simplify 

compliance processes. 

Data corruption Regular data backups, encryption of data, 

utilization of strong authentication 

mechanisms, and conducting regular security 

audits 

Data breaches Organization should: enforce least privilege 

access, enable encryption, enable ‘soft delete’ 
features, and establish data backups 

Insecure APIs Implementation of robust API authentication 

model, and utilization of encryption 

algorithms 

Malware Utilization of behaviour-based malware 

detection, heuristic analysis, and deep 

learning 

Social engineering Employee training programs, multi-factor 

authentication, and implementation of strict 

access control measures 

Cloud 

misconfigurations 

Implementation of robust access controls, 

secure data storage in cloud, periodic 

configuration audits, and closing of open 

ports 

Multi-cloud 

vulnerabilities 

Network segmentation, patch management, 

and hardening of servers and firewalls 

 

Table I illustrates various threats in public cloud computing 

and provides mitigation strategies for each of the threats. 

Threats in public cloud computing pose several disadvantages 

such as downtime and service disruptions in business 

operations that reduce service availability, data breaches 

where sensitive cloud-stored data is at risk of unauthorized 

access, compliance with regulations can be complex due to 

shared responsibility in cloud computing, and limited control 
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in which organizations depend on cloud providers to manage 

security and infrastructure.  

However, mitigation strategies against threats in public 

cloud computing offer several remedies such as enhanced 

security, reduced risk of data breaches [24], regulatory 

compliance, cost efficiency [25], improved system reliability, 

and better incidence response [26]. 

VI.  SECURITY ATTACKS IN PUBLIC CLOUD 

COMPUTING 

Security attacks are malicious activities in public cloud 

computing that target cloud-based systems, services, and data, 

and thereby posing security risks. 

A. Denial of Service Attacks 

This kind of cyberattack floods a network or service 

with an overwhelming number of data requests, causing the 

server to struggle with too many simultaneous connections. 

As a result, the host’s buffer memory gets overloaded with 
repetitive and unnecessary data. If that buffer space runs out, 

the server loses its ability to establish new connections [28]. 

This disruption leads to users being cut off from accessing key 

services or resources, and in severe cases, can take down 

entire websites, applications, or systems. 

The frequency of DoS attacks is rising due to key 

characteristics of cloud computing, such as on-demand 

services, self-service, and broad network access. These attacks 

specifically target the availability of cloud services by 

overwhelming networks, leading to reduced bandwidth, 

service disruptions, and restricted access for users [29]. A 

notable variation is Distributed DoS (DDoS) attacks, which 

escalate the impact by leveraging multiple compromised 

network hosts to intensify the assault on the target system. 

B. Man-in-the-Middle Attacks 

Man-in-the-Middle (MITM) attacks pose a serious 

risk in public cloud computing which comes in two categories: 

Passive and active MITM attacks. A passive MITM attack 

occurs when an attacker stealthily intercepts communication 

without altering its content. The attacker listens in, gaining 

access to sensitive details such as usernames, passwords, and 

other confidential data. Eavesdropping is a common form of 

passive MITM attack. On the other hand, active MITM attach 

occurs when an attacker deliberately intercepts and alters 

communication between two parties. After gaining access to 

the communication channel, the attacker can modify, redirect, 

or inject new messages. Common forms of active MITM 

include impersonation, spoofing attacks, and data tampering 

[30]. MITM attacks compromise data security and privacy, 

impacting services across Software as a Service (SaaS), 

Platform as a Service (PaaS), and Infrastructure as a Service 

(IaaS) by intercepting sensitive communications and 

unauthorized data access. 

C. SQL Injection 

  SQL injection is a cyberattack that takes advantage 

of vulnerabilities commonly found in the design of web 

applications. In this method, attackers embed harmful 

commands within standard SQL inputs, often through user 

entry fields. When executed, these commands manipulate the 

backend database in unintended ways, giving unauthorized 

users access to confidential data. Once the attack is successful, 

hackers can retrieve sensitive records, compromise database 

integrity, and in some cases, even rewrite or delete data 

altogether [31]. 

D. Cross-Site Scripting  

These assaults occur when threat actor manages to 

deliver malware to unsuspecting participants via software 

platforms, typically through scripts that run in their browsers 

[31,32]. One major trigger for XSS attacks is poor validation 

of user-provided input. This can lead to two critical issues: the 

input is not correctly neutralized, or the site applies flawed 

validation logic. Such oversights open up security loopholes 

that attackers can readily exploit.  

 
Table II: Security Attacks and Mitigation Strategies in Public Cloud 

Computing 
 

Type of 

Attack 

Mitigation Strategies 

DoS Implementation of multi-factor authentication, 

Utilization of stringent access controls,  

Deployment of DDoS protection services, Utilization of 

web application firewalls 

MITM Utilization of virtual private networks, Implementation 

of multi-factor authentication, 

Utilization of machine learning techniques 

SQL 

Injection 

Applying filtering techniques to sanitize user input, 

Usage of proxy-based architecture, 

Avoiding dynamically generated SQL statements in the 

code 

XSS Utilization of active content filtering techniques, 

Implementation of content-based data leakage 

prevention, Using web application vulnerability 

detection mechanisms 

 

Table II illustrates the various types of attacks and their 

corresponding mitigation strategies in public cloud computing. 

Security attacks in public cloud computing can disrupt 

business operations and limit customer access due to 

downtime. This can cause organizations to face expenses 

related to incident response, recovery, and potential regulatory 

fines. Notably, security breaches can lead to regulatory non-

compliance, potentially resulting in legal repercussions. 

Additionally, increased attack surface in multi-cloud setups 

and remote access increase exposure to cyber threats. These 

lead to loss of trust in cloud computing in which data security 

breaches erode customer and stakeholder trust in an 

organization's ability to safeguard information. 

Mitigation strategies against security attacks in public cloud 

computing require a multi-layered approach with strategies 

such as utilization of secure encryption schemes, regular patch 

management, secure API management, implementation of 

strong identity and access management, network segmentation 

and firewalls, and cloud security posture management [33]. 

VII. DISCUSSION 

Differentiating legitimate users from malicious 

insiders remains one of the most persistent challenges in 

public cloud computing [34]. These threats are particularly 

difficult to detect due to the insider’s authorized access and 
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familiarity with system operations. Mitigation strategies 

include thorough vetting of employees, contractors, and third-

party vendors before granting access, enforcing the principle 

of least privilege, and deploying AI-driven security tools to 

detect anomalous behaviour. Strong encryption, multi-factor 

authentication (MFA), and well-defined protocols for 

identifying, responding to, and recovering from insider threats 

are also essential [35]. 

Legal and compliance challenges further complicate 

cloud security, especially in multi-jurisdictional environments. 

Organizations must familiarize themselves with applicable 

laws and standards to ensure regulatory adherence [36]. 

Financial institutions, in particular, are required to uphold 

stringent data protection regulations to maintain consumer 

trust [37]. To streamline compliance, researchers have 

proposed frameworks leveraging automated knowledge 

representation systems such as knowledge graphs, which 

enhance regulatory processes in domains like mobile wallet 

transactions. 

Data corruption, defined as the loss of cloud-stored 

data, can severely impact availability and integrity. Mitigation 

requires regular backups, secure storage, encryption, and 

disaster recovery planning to ensure resilience and compliance 

with security protocols [38,39]. Continuous monitoring, 

strong authentication, and periodic security audits further 

reinforce data protection [40]. Organizations should also 

strengthen their cloud security posture by selecting secure 

storage options, limiting exposure to public IPs, enforcing 

least privilege access, enabling object versioning and 

immutable backups, and understanding cloud service provider 

(CSP) data retention policies. Features like soft delete can 

protect against accidental or malicious deletions [41].  

Insecure APIs, another major vulnerability, require 

robust authentication models and encryption to prevent 

unauthorized access. Cryptographic techniques such as public 

and private key encryption ensure that only authorized users 

can decrypt sensitive data [42]. Malware threats continue to 

evolve, rendering traditional signature-based detection 

insufficient against zero-day attacks. Researchers are 

advancing behaviour-based detection, heuristic analysis, and 

deep learning models to enhance malware identification and 

response capabilities [46,47,48]. 

Social engineering attacks exploit human 

vulnerabilities through deception and manipulation. 

Prevention strategies include comprehensive employee 

training, strict access controls, and MFA to reduce credential 

theft. Cultivating a security-conscious culture encourages 

employees to report suspicious activity without fear of 

repercussions [48].  

Cloud misconfigurations also pose significant risks. 

Organizations must implement strong access controls, secure 

cloud storage, proper logging, configuration audits, server 

hardening, and port management to minimize exposure. In 

multi-cloud environments, vulnerabilities are amplified due to 

the complexity of managing diverse platforms. Mitigation 

strategies include network segmentation, DMZ management, 

scheduled patching per vendor guidelines, and secure 

architecture based on security-by-design principles [24]. 

A notable example is the 2021 Microsoft Exchange 

vulnerabilities, where attackers exploited shared infrastructure 

to access data across multiple tenants. This incident 

demonstrates how cloud-specific architecture can amplify the 

impact of security flaws, especially when visibility and 

isolation are limited [49]. 

DoS attacks disrupt service availability by 

overwhelming cloud resources. MFA and access controls help 

prevent unauthorized access, while DoS protection services 

detect and mitigate attacks in real time. Techniques such as 

Domain Name System (DNS) and Border Gateway Protocol 

(BGP) redirection are employed to divert malicious traffic 

[50,51]. Web Application Firewalls (WAFs) offer additional 

protection by analysing HyperText Transfer Protocol (HTTP) 

requests and blocking threats like SQL injection, XSS, and 

Cross-site Request Forgery (CSRF). These tools operate at the 

application layer, providing granular control and adaptive 

security [52].  

MITM attacks compromise communication channels, 

allowing attackers to intercept or alter data. Mitigation 

involves using MFA, VPNs, secure communication tools, and 

properly configured Secure Socket Layer/ Transport Layer 

Security (SSL/TLS) certificates. Machine learning enhances 

detection by identifying anomalies through supervised and 

unsupervised learning [53]. Secure communication protocols 

and end-to-end encryption ensure data confidentiality during 

transmission. 

SQL injection and XSS attacks exploit input 

validation flaws in web applications. Preventive measures 

include sanitizing user inputs, avoiding dynamic SQL 

statements, and employing proxy-based architectures to detect 

suspicious sequences [54]. Active content filtering, data 

leakage prevention, and vulnerability detection mechanisms 

help identify and neutralize threats [55]. Blueprint-based 

approaches reduce browser reliance and detect untrusted 

content, further enhancing application security [56].  

Looking ahead, future research must address 

emerging threats posed by Generative AI. While this 

technology offers transformative potential, it also introduces 

risks such as data poisoning, prompt injection attacks, 

sensitive data leakage, adversarial misuse, and shadow AI 

deployments. These threats challenge traditional security 

paradigms and require innovative mitigation strategies. 

Research should focus on developing robust detection 

frameworks, ethical guidelines, and adaptive security models 

that can safeguard cloud environments against AI-driven 

threats. As public cloud computing continues to evolve, 

proactive and interdisciplinary research will be essential to 

ensure secure, resilient, and trustworthy infrastructures. 

These threats challenge traditional security 

paradigms and require innovative mitigation strategies. 

Research should focus on developing robust detection 

frameworks, ethical guidelines, and adaptive security models 

that can safeguard cloud environments against AI-driven 

threats. As public cloud computing continues to evolve, 
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proactive and interdisciplinary research will be essential to 

ensure secure, resilient, and trustworthy infrastructures. 

This research contributes to the academic discourse 

by offering a structured and comprehensive analysis of 

security threats and attacks in public cloud computing, 

supported by a descriptive methodology and thematic 

categorization. It bridges existing gaps in literature by 

integrating emerging threats such as multi-cloud 

vulnerabilities and AI-driven risks. 

For industry stakeholders, the study provides actionable 

insights into mitigation strategies that enhance cloud 

resilience, regulatory compliance, and operational continuity. 

The findings serve as a practical guide for cloud service 

providers, IT administrators, and cybersecurity professionals 

seeking to strengthen their security posture in increasingly 

complex cloud environments. 

VIII. CONCLUSION 

The security landscape of public cloud computing 

continues to evolve in response to technological 

advancements and increasingly sophisticated cyber threats. As 

cloud adoption grows, so does the complexity of the threat 

environment, with adversaries exploiting vulnerabilities across 

multiple layers of cloud infrastructure and services. 

This study set out to examine the evolving threat landscape, 

identify predominant security threats, and evaluate mitigation 

strategies in public cloud environments. It has identified and 

analysed a wide spectrum of attacks, including malware, data 

breaches, data corruption, legal and compliance challenges, 

social engineering, insecure APIs, MITM attacks, SQL 

injection, cloud misconfigurations, multi-cloud vulnerabilities, 

DoS attacks, XSS, and insider threats. Each poses distinct 

risks to data confidentiality, system integrity, and service 

availability. 

Mitigation strategies typically include encryption, identity 

and access management (IAM), intrusion detection systems, 

and zero-trust models. IAM frameworks are essential for 

controlling user privileges and minimizing unauthorized 

access, while zero-trust approaches enhance security by 

eliminating implicit trust and requiring continuous verification 

of user identity and device integrity. A practical example of 

mitigation success is Google Cloud’s implementation of the 
BeyondCorp zero-trust architecture [57]. By shifting access 

controls from the network perimeter to user identity and 

device posture, Google significantly reduced insider threat 

incidents, demonstrating the real-world effectiveness of 

adaptive IAM frameworks. This case illustrates how strategic 

deployment of identity-based controls can materially improve 

cloud security outcomes, especially in environments with high 

user mobility and distributed access points. 

A multi-layered security approach, combining technical, 

procedural, and organizational measures, is essential for 

safeguarding public cloud environments. As emerging 

technologies such as Generative AI introduce new dimensions 

of risk, future research should focus on adaptive security 

frameworks capable of anticipating and responding to novel 

attack vectors. Specific areas for exploration include AI-

driven anomaly detection, cross-cloud security orchestration, 

and regulatory models for data sovereignty. Ultimately, 

enhancing cloud security requires continuous collaboration 

between cloud service providers, regulatory bodies, and end 

users to ensure resilient, trustworthy, and compliant cloud 

infrastructures. 
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